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Shared Responsibility Model
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On-premise Saa$S
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_ Application
_ Guest 0OS Guest 0OS
_ Hypervisor Hypervisor Hypervisor
_ Server Server Server
_ Network Network Network
_ Physical Physical Physical
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III.

Legacy Security

Legacy Workload

On-premise

Legacy Security

III'

Legacy Workload

¢ Cloud Infra
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1. Container H9ot

Host w/ Containers

Internal Registry

Host OS Risk

Host w/ Containers

Developer Testing &
Accreditation

Image Risk

External Registry
Orchestration Container Risk

(Orchestration Risk )

Q Host w/ Containers
Internet Registry Risk

% NIST.SP.800-190 - Application Container Security Guide -
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2. DevSecOps
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Streaming & Mes=aging

App Dedniion and Development

Orchestration &
Manegement

Container Registoy

% Cloud Native Computing Foundation, 2022

AppEcation Definiion & Image Build Continuous Integration & Delivery

Observability and Anatysis
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DataPrivacy&Security Challenges  38%
 Securing/Protecting Cloud Resources —— 31%
Governance/Compliance  30%

Lackof Cloud Security Skills/ Expertise  30%
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21%

16%

6% No Significant Challenges

% Statista, 2020 5% Others
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